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Background
In June 2017, Singapore’s largest group of
healthcare institutions, Singhealth suffered a data
breach believed to be the worst in the country’s
history. The breach affected 1.5 million stolen
patients’ data, including health records belonging to
Singapore’s Prime Minister.

One of our core solutions at Pragma is to help
organisations achieve compliance with regulatory
requirements such as the Monetary Authority of
Singapore Technology Risk and GDPR Data Privacy.
Our knowledge and understanding in compliance
and technology risk enable us to provide a unique
perspective on the recommendations put forth by
the COI.

A Committee of Inquiry (COI) was formed to
investigate
the
cyberattack
and
establish
contributing factors that lead to the incident. After
22 days of hearings, the COI published a report
covering evidence, findings, characteristics of the
attack
and
16
recommendations.
The
recommendations aim to establish a culture of
security, improve the security of healthcare systems
and enhance incident response processes. We have
summarised the main findings below.

The Singhealth breach has served as a wake-up call
for many organisations. A solid foundation in
cybersecurity and the ability to adapt to evolving
cyber threats will not only improve overall security
but also gain competitive advantage. We have
analysed the recommendations and came up with a
summary that will be beneficial to any organisation
that handles large amounts of personal data such as
financial institutions and government agencies.

Priority Recommendations
•

1. Regular Cyber Security Assessments

•

•
•

2. Staff Awareness Training

•
•

Cyber security is an organisation wide issue where
top management needs to be accountable for. The
Integrated Health Information Systems (IHiS) and
public health institutions need to adopt cyber
security risk management practices such as
performing IT security risk assessments and audit
processes regularly.
IT security risk assessments must be conducted on
critical information infrastructure (CII) and missioncritical systems annually and upon specified
events.
Audit action items must be remediated.
The ‘people’ element in a cyber security strategy is
as important as the other aspects. Staff need to
possess the right awareness, mindset and skills to
carry out their roles efficiently while supporting the
security of networks and information systems.
Promote good cyber hygiene practices with a
security awareness programme.
IT staff must be trained to identify signs and
respond to a breach.

Priority Recommendations
•
3. Comprehensive Security Testing

•

•
•
4. Identity and Access Management

•
•
•
•

5. Routine Database Management

•
•
•

6. Robust Patch Management Process

•
•
•

7. Incident Management

•
•
•

Security testing must be performed regularly,
especially on CII systems.
Vulnerability assessments, safety reviews and
certification of third parties and their products
must be done.
Privileged accounts must be well protected,
managed centrally and monitored.
An inventory of administrative accounts should be
created to keep track of them.
Use of two-factor authentication (2FA) for
administrative access and tasks.
Stringent password policies must be implemented
and enforced.
Enhanced safeguards must be put in place to
protect electronic medical records.
A clear policy on measures to secure
confidentiality, integrity and accountability of
electronic medical records must be formulated.
Have real-time monitoring of databases with
patient data.
End-user access to electronic health records
should be made more secure.
Controls must be put in place to better protect
against data theft.
Create a well-designed patch management
process that is adhered to by IT security teams.
Software upgrades policy with focus on security
must be implemented.
Response plans must be tested frequently to
ensure effectiveness.
Monitor an attacker and preserve critical evidence.
Information needed to investigate an incident
must be available.
An Advanced Security Operation Centre or Cyber
Defence Centre should be established to improve
the ability to detect and respond to intrusions.

How can Pragma help?
We have a dedicated team with over 80 years of experience that has helped many clients achieve compliance
with strict regulatory requirements. Our pragmatic approach will focus on delivering an outcome that meets
the project objective while aligned with your goals.
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